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Writing Security Policies and Standards
with Marc Menninger

50 Security Standards
These are 50 common security standards you’re likely to encounter. You can find examples of  
each with a quick online search.

~~~~~~~~

1.	 Data Security Standard

2.	 Network Security Standard

3.	 Identity and Access Management (IAM) Standard

4.	 Incident Response Standard

5.	 Encryption and Cryptography Standard

6.	 Vulnerability Management Standard

7.	 Business Continuity and Disaster Recovery Standard

8.	 Security Compliance Standard

9.	 Cloud Computing Security Standard

10.	 Application Security Standard

11.	 Security Awareness and Training Standard

12.	 Password Security Standard

13.	 Firewall Security Standard

14.	 Privileged User Access Control Standard

15.	 Access and Authentication Standard

16.	 Security Incident Management Standard

17.	 Mobile Device Security Standard

18.	 Secure Software Development Standard

19.	 Malware Protection Standard

20.	 Remote Access Security Standard

21.	 Server Security Standard

22.	 Backup and Recovery Standard

23.	 User Behavior Analytics (UBA) Standard

24.	 Penetration Testing Standard
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25.	 Risk Assessment Standard

26.	 Security Patching Standard

27.	 Physical Security Standard

28.	 Data Retention Standard

29.	 Email Security Standard

30.	 Third-Party Access Security Standard

31.	 Wireless Network Security Standard

32.	 Log Management Security Standard

33.	 Database Security Standard

34.	 Virtualization Security Standard

35.	 Workstation Security Standard

36.	 Security Monitoring Standard

37.	 Application Security Testing Standard

38.	 Domain Management Security Standard

39.	 Containerization Security Standard

40.	 Asset Management Security Standard

41.	 Data Disposal Security Standard

42.	 Biometric Security Standard

43.	 Internet of Things (IoT) Security Standard

44.	 Change Management Security Standard

45.	 Compliance Auditing Standard

46.	 Secure Data Transmission Standard

47.	 AI Security Standard

48.	 Supply Chain Security Standard

49.	 Insider Threat Security Standard

50.	 Regulatory Compliance Standard


